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Simultaneous wireless information and power transfer (SWIPT) has
drawn significant research interest in recent years. In this paper, we
investigate the information theoretic secrecy of a SWIPT system under
Weibull fading channel. To be specific, we analyze the information
security in the presence of an energy harvesting and information
decoding eavesdropper. All links are subjected to Weibull fading which
is more complex than traditional Rayleigh fading. Moreover, we derive
closed-form expressions for the probability of strictly positive secrecy
capacity and the ergodic secrecy capacity. We evaluate the effect of
Weibull shape parameter and power splitting factor on the secrecy
performance of SWIPT system. Numerical and simulation results are
provided to demonstrate that our findings are instantly applicable on

the design of wireless power networks.

1 Introduction

Most of the conventional electrical energy transfer
takes palace with the help of conductors between
power source and load. However, in case of wire-
less power transfer (WPT), the transmission of energy
from source to load takes place without interconnect-
ing conductors. In other words, this simply means
that WPT allows transfer of energy without wires [1].
In WPT, a power source connected to a wireless trans-
mitter conveys the energy wirelessly across an inter-
vening space to once or more wireless receivers. At the
receiving end, electromagnetic energy is again con-
verted to electrical current which can be stored and
used by the device. Since most wireless devices are
powered either through power cables or battery re-
placement, which limits the scalability, sustainability,
and mobility of wireless communications [2]. In prac-
tice, wireline charging and battery replacement may
be infeasible under some conditions; for instance, it is
very difficult to replace the battery of implanted med-
ical devices in human bodies. Besides, wireline charg-
ing and battery renewal shortens working period of
wireless mobile devices. The WPT technique becomes
appealing since it can be used to wirelessly charge the
devices in hazardous conditions.

In this context, simultaneous transfer of power
and information is emerging as one of the most
promising technique to increase the lifetime of wire-
less devices [2]. However, provisioning of security
over a Simultaneous wireless information and power

transfer (SWIPT) system has remained a daunting
task due to the broadcast nature of wireless networks.
Traditional cryptographic techniques are not suitable
for SWIPT because they require complex hardware
and consume large amounts of energy that are typi-
cally not affordable by wireless devices. Moreover, an
eavesdropper with unlimited computing power may
still decipher these techniques using brute-force at-
tack. In this context, Physical Layer Security (PLS) has
emerged as an attractive solution for securing wire-
less transmissions by exploiting the wireless channel
characteristics [3]. The PLS techniques such as artifi-
cial noise generation and cooperative relaying are not
suitable for day to day wireless devices due to the lat-
ters limited energy resources.

Weibull distribution was studied by authors in [4]
to understand the effect of small scale fading (SSF)
in outdoor environment for 800/900 MHz frequency
band. The authors in [5]] performed channel measure-
ments for indoor channels and found Weibull distri-
bution to conform closely with measurements for less
than 10 dB of fading variations. In [6] the authors
found the Weibull model to be a good fit for the SSF
in narrow-band channel measurements for wireless
body area networks. Authors in [7] and [8]investi-
gated the SSF for 5 and 10-GHz band and proposed
to use the Weibull distribution with its parameter f
taking values between 1.77 to 3.9 to perfectly match
the measurement curves. Authors in [|9] measured the
wireless channel based on pedestrians movement in a
forest environment for 5-GHz band. These measure-
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ments suggested that Weibull distribution can be used
to specify amplitude fading in a forest environment.

Despite this importance, a handful of studies have
investigated Weibull fading from security point of
view. Moreover, most of the existing work in SWIPT
security is limited to analysis of Rayleigh fading
which is a special case of Weibull fading. In this re-
gard, it is pertinent to note that this paper is an ex-
tension of our previous work [10], where expressions
of optimal power splitting and time switching were
derived under Weibull fading. However, this paper
evaluates the secrecy performance of SWIPT system
under the influence of Weibull fading. Here, we pro-
vide closed-form expressions of probability of strictly
positive secrecy capacity and ergodic secrecy capacity
in the presence of power splitting eavesdropper. Ad-
ditionally, we evaluate the impact of power splitting
factor and Weibull parameter 8, on determining the
overall secrecy of information in SWIPT system.

The rest of this paper is organized as follows. Sys-
tem model is provided in Sec. 2; Sec. 3 contains
derivation of the SPSC probability and Secrecy capac-
ity under Weibull fading. In Sec. 4 numerical results
are discussed. Finally, in Sec. 5, conclusions are high-
lighted.

2 System Model

A downlink SWIPT system is assumed which consists
of a Base Station (BS) and an information receiving
node S in the presence of an energy harvesting and in-
formation decoding node represented as E, as shown
in Figure 1. BS conveys information to S and transfers
energy to E during a single scheduling slot. Energy
harvesting node is assumed to store energy from re-
ceived radio signal. The BS, node S and eavesdropper
E are equipped with single antenna. Antennas in all
the network entities are assumed to be experiencing
statistically independent flat Weibull fading. More-
over, we assume quasi-static fading to incorporate the
effect of fading during each block of time. The BS is
assumed to have channel state information (CSI) for
the channels to node S. Being part of the coverage
range of the BS, the energy harvesting node can act
as a potential eavesdropper. It is assumed that eaves-
dropper uses power splitting (PS) scheme [1]] to incor-
porate the process of energy harvesting and informa-
tion decoding. According to PS, signal is divided into
two streams for with ratio p and (1 —p)for information
decoding and energy harvesting, respectively; where
0<p<l.

When BS transmits its signal s to S with power P;
the received signal at S can be expressed as

P h,,s+
= |—h,s+n,,
Yim PLoss,s " "

where h,, represents the main channel between BS
and S with |h,,| being Weibull-distributed. Further-
more, 1, represents the zero mean additive white

(1)
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Gaussian noise (AWGN) with variance N, due to the

(énc); Z’z is the

path loss at main link, d; is the distance between BS
and S. y is the path loss exponent, G; and G, are trans-
mitting and receiving antenna gains. Since the trans-
mission from BS is also picked up by the eavesdrop-
per, the signal received at the eavesdropper is given

(<>>\

receiver electronics at node S. Py, =

hm

Information Decoding
Receiver

Energy Harvesting and Information
Decoding Eavesdropper

Transmitter
(BS)

Figure 1. System Model.

P h,s + +
P — n z,
PLoss,e ¢ ¢

where 1, is the AWGN at eavesdropper, h, represents
the channel between BS and eavesdropper with |h,|

being Weibull-distributed. Also, Py, = (ét’gzj{ is the
path loss at wiretap link, d, is the distance between BS
and E and n, represents the zero mean additive white
Gaussian noise (AWGN) with same variance as Ny .
z is the signal processing noise which is modeled as
AWGN with zero mean and variance o.

Then the instantaneous signal-to-noise ratio (SNR)
at S for the received signal is written as

Ve = \/5 (2)

|h,ul* P

Xy = =T (3)
" PLoss,sNO

The instantaneous signal-to-noise ratio (SNR) at
eavesdropper for the received signal is
plh|*P
= —.
PLoss,eNO (P + ]({]_0)

(4)

Since main and wiretap link are subjected to
Weibull fading, therefore, the Probability Density
Function (PDF) and Cumulative Distribution Func-
tion (CDF) of the SNR of received signal at S and E
is given by
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MLl e
FXa(xa):l—e[(x—’i)] , (6)

where a € (m,e) for main and wiretap link, g, rep-
resents the Weibull shape parameter and I'(.) is the
well-known Gamma function. The channel capac-
ity for both main and wiretap link can be written
as C, = log,(1 + x,,,) and C, = log,(1 + x,), respec-
tively [11]. Now, the positive difference between main
link capacity and wiretap link capacity is called the
secrecy capacity which is expressed as [[12]

Csec = [Cm - Ce]Jr' (7)

3 Analysis of Secrecy Performance

In this section, we will derive closed form expression
of probability of SPSC and Ergodic Secrecy Capacity.

3.1 Probability of Strictly Positive Se-
crecy Capacity (SPSC)

Let us now derive an expression for the probability of
strictly positive secrecy capacity (SPSC) which is the
probability that the secrecy capacity is greater than
zero. Mathematically it is written as

1+
xm)>0}.
1+x,

= Pr(x,, > x,).

Pr(Cge. > 0) =Pr [logz( (8)

Pr(Cgec > 0) 9)

The above expression can be written as
Pr(Cec>0)= [ [ fou bt xdinds, (10)
xf

where fx x (x,,x.) is the joint PDF, which can be de-
composed by using independence of x,,,x,,. Conse-
quently (10) can be written as

0)= fom jm Fr, (o) f, (ke ),

=L F (1 - P, (xo)ldxe. (1)

Pr(Cgec >

Using the definition of CDF of a random variable
Y we can write

Y
Fy(y) = Pr(Y <) =j f(tydt (12)

Replacing values from (5) and (6) in
write above equation as

+ Ly \Pe
r(1+¢;i) pe © Bl _[m xie) ]
Pr(Csec > 0) = Bo| ————— XJ Xe© e
0

Bm
Xe

(11) we can

dx,, (13)
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— P, - also Q
d xe (PLoss,e(PJraz/NO))) aiso $ and

Q, is the average SNR of main and wiretap link, re-
spectively.

where X, = P

Assuming B, = B, = B and substituting u =

r(1+ﬁi€)xg ) )
(T in (10), we can solve integral as

(14)

3.2 Ergodic Secrecy Capacity (C)
Another measure of interest is the ergodic secrecy ca-

pacity. It is defined as the average of secrecy rate over
X and x,. It can be mathematically written as

€ = B{{logy(1 + ) - log,(1 + )]}
jm f llog, (1 + 1)~ log(1 + v)]fu. (V)dv £, (1)du
0 0

G
(15)

Using integration by parts, the above expression
can be simplified as

1
g:logz(l+u)er(u)—[log2(1+u)Fxg(u)—m
L |
XJ; mer(v)dv]
1 (M)
= m-[o T+v d?). (16)

Replacing (16) in (15) and by changing the order

of integration, we get
], e

ln2 1 +v
L)
Y T [1-Fy, (v)]dv. (17)

After replacing (6) for . = B, = p in (17) and per-
forming some algebraic manipulations, we obtain

B
_[ T(l+%)xe ]I 7(fm)ﬂ+(fe)ﬁ
X e
e —

_ 1 o0 1 m (Eme)P
~In2 1+x, 1+x,
X e 2(r(1+ ) dx,. (18)

Above equation contains single integral which can
be readily solved using computational software pack-
ages such as MATHEMATICA and MATLAB.
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4 Numerical Results

In the following section we provide some numerical
results along with discussion on the above analysis.
Unless mentioned otherwise, the simulation parame-
ters along with their respective values are provided in
Table 1.

S No. Simulation Parameter Value
1. Path loss at Main Link Py 5 0dB

2. Path loss at Wiretap Link P;,,;, 0dB

3. Power splitting factor p 0.8

4. Weibull shaper parameter f3 2

5. Noise at main/ wiretap link - 60 dB
6. Channel realizations 10°

Table 1. Simulation Parameters

Figure 2 shows the SPSC probability plotted
against %, for different values of X,. It is vividly clear
from the figure that probability of SPSC increases
with the increase in X,,. It is because with the in-
crease in x,, the channel capacity of the main link in-
creases which resultantly increases the SPSC proba-
bility. Moreover, it is also evident from the graph that
increase in x,, decreases the probability of SPSC. In
addition to this, we can observe that for the same val-
ues of X, X, and P, ., the probability of SPSC sig-
nificantly decreases with the increase in Py ¢. Fur-
thermore, we observe that the impact of decrease in
Pypyss,s is more significant for larger values of %, as com-
pared to smaller X,. It can also be seen that the simula-
tion results closely coincide with the analytical results
which proves the accuracy of our analysis.

Progs;s=0dBy
Pposse=8.dB

Probability of SPSC

—— Analysis

O Simulation: z,= 10 dB
¢ Simulation: z,= 15 dB |}
O Simulation: z.,= 20 dB

1 L 1 L
0 5 10 15 20 25 30

Ty, (dB)

Figure 2. SPSC probability plotted as a function of
%,
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Figure 3. SPSC probability against Weibull shape
parameter B.

Figure 3 plots SPSC probability as a function of
Weibull shape parameter . It is observed from the
figure that the SPSC probability increases with the in-
crease in f until main links SNR is equal or greater
than eavesdroppers SNR. However, when %,, < ¥, then
the probability of SPSC decreases with increase in f.
Additionally, this effect is more significant for large
values of %, as compared to small values.
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Figure 4. Probability of SPSC vs power splitting
factor p.
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Figure 5. Ergodic secrecy capacity as a function of x,,,.
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Figure 4 gives the SPSC probability as a function
of p for different values of %,. It can be observed
from the figure that for the increasing values of p the
probability of SPSC decreases. It is due to the fact
that larger values of p indicate that more power at
the eavesdropper is being used for information decod-
ing which results into reduction in the secrecy capac-
ity. Furthermore, the reduction in probability of SPSC
is more significant at higher values of eavesdroppers
SNR. Additionally, it can be seen from the plot that
influence of B increases with the increase in p and x,.

Finally, Figure 5 illustrates the achievable secrecy
capacity as a function of increasing values of main
links average SNR. It is well established by now that
the increase in X, increases the secrecy capacity. It is
noteworthy that for a specific value of x,, = 12 dB and
%, =10 — 20 dB, the secrecy capacity increases from 3
to 3.8 for p = 0.01, whereas, secrecy capacity increases
from 0.1 to 1.8 for p = 0.8. This result is shows that se-
crecy capacity varies rapidly for higher values of p as
compared to lower ones.

5 Conclusion

In this article we have analyzed the performance of
SWIPT system from the perspective of physical layer
security. We have derived the closed-form expression
for probability of SPSC. We have characterized the ef-
fect of Weibull shape parameter in SPSC. Our results
also demonstrate the significance of power splitting
factor on the confidentiality of information. Finally,
we evaluated the impact of power splitting factor on
ergodic secrecy capacity while varying the Weibull
shape parameter. These findings can be of utility for
ensuring data security for wireless communication.
Conflict of Interest The authors declare no conflict
of interest.
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